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Job Description
Job Title: Cloud Engineer (Azure)

Location: Hybrid - UK Manchester (2 Days) / Home working

Reports to: Senior Infrastructure Engineer

Accountable to: Head of IT Delivery

Job Purpose

Outcomes First Group is early in its cloud journey. The majority of our systems still run on‑premises, and an initial Azure landing zone has been delivered with external support to give us a foundation to work from. As a key member of the Group Infrastructure Team, and reporting to the Senior Infrastructure Engineer, you will take that starting point and build out the estate around it, then run and secure it as it grows.

This is very much a build role. Beyond the initial landing zone there is little in place, so you will stand up the subscriptions, networking, identity and security foundations that follow, and set the standards, naming, tagging and automation that everything else is built on. We want the estate built as code from the outset, so strong hands‑on Infrastructure as Code experience is central to the role. A significant early deliverable is providing the cloud engineering foundations behind our Data Warehouse migration to Microsoft Fabric, working alongside the data and project teams. From there you will migrate our remaining on‑premises workloads into Azure, build in resilience and cost control from the outset, and help shape a well governed, well documented platform ready for the Group’s growth and AI roadmap.

Key Responsibilities

· Build out the Group’s Azure estate from the initial landing zone, including subscriptions, additional landing zones, management groups, policy and RBAC, working to standards agreed with the Senior Infrastructure Engineer.
· Review, extend and where needed refine the existing landing zone design so it scales for Group‑wide and international use.
· Establish the naming, tagging, subscription and governance standards for the estate, along with the documentation and baselines that go with them.
· Build the cloud engineering foundations for the Data Warehouse migration to Microsoft Fabric, including capacity, networking, identity, storage and security configuration.
· Work with the data and BI teams to set up and then support Fabric workspaces, Data Factory pipelines, and Power BI service components.
· Plan and deliver the migration of remaining on‑premises workloads and services into Azure, minimising disruption to schools and corporate users.
· Build and maintain the estate as Infrastructure as Code using Bicep or Terraform, creating reusable modules and templates so environments are consistent and repeatable rather than hand‑built.
· Manage all infrastructure code in source control with proper branching, peer review and versioning, and deploy it through CI/CD pipelines.
· Automate routine build, configuration and operational tasks using PowerShell and Azure CLI to reduce manual effort and configuration drift.
· Set up monitoring and alerting from new using Azure Monitor and Log Analytics, and use it to track performance, availability and capacity so issues are resolved before they affect users.
· Build cost control into the estate from the start and support Azure cost management and FinOps practice, including rightsizing, reservations, tagging and regular reporting on spend against budget.
· Design and build Azure networking from new, including virtual networks, ExpressRoute/VPN connectivity, private endpoints, firewalls and hybrid links back to on‑premises and international sites.
· Establish and then manage identity and access in Entra ID, including conditional access, privileged access, managed identities and integration with Microsoft 365.
· Put in place backup, resilience and disaster recovery arrangements for cloud workloads, and take part in testing.
· Work with the security team to set the cloud security baseline and build on it, including Defender for Cloud, secure score improvement, patching and remediation of vulnerabilities.
· Ensure data protection and compliance requirements are met in how cloud services are configured and data is stored.
· Act as a technical contact for Microsoft and third‑party cloud partners, working with them where specialist input is needed and holding suppliers to agreed standards and outcomes.
· Create the architecture diagrams, runbooks and technical documentation for the new Azure estate, and keep them current as it develops.
· Share knowledge and support colleagues in the wider IT team as we move from a traditional on‑premises estate to cloud engineering.
· Ensure all activity follows Group change management, approval and compliance processes.
· Contribute to Group technology projects, including the AI roadmap and international expansion, as required.

Standard Responsibilities

There are a number of standard duties and responsibilities that all employees, irrespective of their role and level of seniority within OFG are expected to be familiar with and adhere to;

· Participate in an annual performance review programme
· Work, at all times, in accordance with the policies and procedures of the OFG and statutory regulations applicable to the group
· Observe, at all times, strict rules of confidentiality appropriate to the post
· Comply at all times with the requirements of Health and Safety Regulations to ensure their own wellbeing and that of their colleagues
· OFG Group is committed to safeguarding and promoting the welfare of children, young people and vulnerable adults and expect all employees to work in accordance with this
· Undertake other duties as assigned

Experience, Skills & Qualifications

Technical Skills (essential unless stated otherwise)
· Strong hands‑on experience designing, building and supporting workloads in Microsoft Azure (IaaS and PaaS), including new builds rather than only supporting an established estate.
· Proven hands‑on Infrastructure as Code experience, writing and maintaining Bicep, ARM or Terraform to deploy Azure resources at scale.
· Experience designing reusable IaC modules and templates, and managing state, parameters and environment separation across dev, test and production.
· Confident using source control (Git) with branching, pull requests and peer review, and deploying infrastructure through CI/CD pipelines.
· Strong scripting and automation skills in PowerShell and Azure CLI.
· Experience working with Azure landing zones, governance, policy and tenant‑level foundations, including extending or maturing an existing design.
· Practical knowledge of Azure data services such as Microsoft Fabric, Data Factory, Synapse, Azure SQL and storage accounts.
· Experience with Azure networking, including VNets, peering, private endpoints, VPN/ExpressRoute and Azure Firewall or equivalent.
· Strong background in Entra ID (Azure AD), conditional access, RBAC and identity governance in multi‑region environments.
· Working knowledge of Azure Monitor, Log Analytics and cost management tooling.
· Experience migrating on‑premises workloads to Azure, including servers, file services and databases.
· Good understanding of cloud security principles, Defender for Cloud and secure configuration baselines.
· Experience supporting Microsoft 365 services and their integration with Azure.
· Sound knowledge of Windows Server and virtualisation to support hybrid and migration work.

Preferred
· Microsoft Fabric or Power BI service administration
· Policy as Code, automated compliance or IaC security scanning (e.g. Azure Policy, Checkov, PSRule)
· Containers and Kubernetes (AKS)
· FinOps or cloud cost optimisation experience
· Exposure to AI and Copilot services in Azure
· Experience supporting international offices or multi‑region environments
Professional Skills
· 3+ years’ experience in a cloud engineering, DevOps or infrastructure role with a strong Azure focus, ideally including an early‑stage cloud programme.
· Holds or is working toward Azure certifications (AZ‑104, AZ‑305, AZ‑500, DP‑600 or similar) or an IT‑related degree.
· Experience working alongside data, BI or analytics teams to deliver a data platform.
· A code‑first, automation‑led approach to infrastructure, with the discipline to document and version changes properly.
· Strong knowledge of ITIL frameworks and change control in a regulated environment.
· Demonstrated capacity for complex problem‑solving and prioritisation.
· Proven experience supporting technical projects, ideally across more than one region.
· Excellent customer service skills and ability to work with diverse, international stakeholders.
· Strong attention to detail and commitment to process and documentation.
· Effective communication and interpersonal skills, including explaining technical detail to non‑technical colleagues.
· Comfortable building in an immature environment, making practical decisions where there is limited existing template or precedent to follow.
· Ability to manage demanding workloads and meet tight deadlines.
· Ability to work under pressure and with challenging situations.

Additional Requirements
· Hybrid role, 2 days per week in the Central Manchester office, with occasional overnight stays when needed onsite.
· Commitment to ongoing training and maintaining relevant professional qualifications.
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