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JOB TITLE: 		Security Operations Manager

RESPONSIBLE TO:	Security Architect
	

JOB PURPOSE:

The Security Team ensures that the confidentiality, integrity and availability of Outcomes First Group’s Information Systems are maintained to protect our Service Users, Staff and Data. 
 
You will be supporting the management of Security Operations, Security Incidents and Infrastructure Security for Outcomes First Group. Using the latest threat intelligence to inform daily activities and proactive threat hunts to detect and respond to threat actors. You will manage our Security Operations Team with the aim of maintaining & improving the overall Cyber Security posture for Outcomes First Group.
 
You will - 
· Ensure that OFG has the appropriate capability to detect and respond to security events and incidents.
· In partnership with the 3rd party managed service provider, ensure that OFG maintains 24x7 operational security coverage.
· Proactively drive efficiency improvements via the use of automation and AI in security operations processes.
· Own and develop OFG's incident response framework and playbooks, including undertaking regular training and testing (including tabletop exercises) up to and including executive level.
· Develop and maintain OFG's threat intelligence capabilities to enable effective response to the evolving threat landscape, delivering and disseminating actionable intelligence to operations teams and key stakeholders.
· Own the end-to-end vulnerability management process, including penetration testing, mitigation assessment and remediation tracking.
· Effectively communicate the security posture of OFG with the development and delivery of regular MI and reporting, where gaps are identified work with the security engineering team to provide clear requirements for security solutions.
· Manage and oversee the development of a team of security analysts responsible for maintaining BAU security operations and act as an escalation point for day-to-day security issues identified by colleagues.
· Identify the future needs of the business with respect to the security operations function and develop OFG capability accordingly.
· Deliver the implementation of Cyber Security Projects as per the Cyber Security Strategy. 
· Manage a small team responsible for Security Operations and Engineering. 
· Conduct proactive monitoring and threat hunting across the OFG Technology estate to seek out areas of weakness, potential problems, and active threats.
· Identify key threats to OFG and work with key stakeholders to implement mitigation strategies. 
 
 





What we are looking for:
· Experience as a Cyber Security Manager, SOC Lead, or similar role.
· Proven experience building or maturing Security Operations capabilities and playbooks.
· Demonstratable experience of implementing and managing a vulnerability management programme within a large IT estate. 
· Experience of utilising and implementing Information Security solutions e.g. email / web gateways, SIEM, Endpoint protection etc.
· Excellent stakeholder management and engagement skills. 
· Knowledge of security investigations best practice including the use of Microsoft Purview and computer forensics an advantage.
· Ideally, hands on experience of Microsoft products such as Defender, Intune, Entra ID etc. 
· Good Interpersonal and communication skills, capable of communicating effectively with colleagues from all areas of the organization.
· Strong attention to detail and the ability to take ownership of tasks and issues.
· CISSP or similar industry recognised qualifications will be advantageous. 
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