[image: A logo of a book

Description automatically generated]Job Description
Security Operations Manager

JOB TITLE: 	Security Operations Manager		
			
LOCATION:  Manchester 		
	
HYBRID WORKING: Yes	 
		
REPORTS TO: Security architect 

JOB PURPOSE: 
The Security Team ensures the confidentiality, integrity, and availability of Outcomes First Group’s information systems, protecting our service users, staff, and data.

As Security Operations Manager / SOC Lead, you will be responsible for the day-to-day leadership and maturity of OFG’s Security Operations capability. You will oversee internal SOC analysts (small, specialist team), manage third-party SOC/MDR providers, and ensure effective detection, response, and continuous improvement across the security operations lifecycle.

Using threat intelligence, proactive threat hunting, and modern security tooling (EDR/XDR, MDR, SIEM), you will lead the response to security incidents, improve resilience, and continuously enhance OFG’s cyber security posture.

	
ABOUT US:
At Outcomes First Group, we believe every child can thrive when given the right environment for success. As one of the world’s leading providers in our sector, we deliver exceptional, research-led education tailored to each individual, with smaller class sizes and personalised learning plans. 

Our vision is to empower every child with a world-class education that nurtures potential and inspires lifelong learning, our mission is to unlock that potential through personalised learning and opportunity, and our promise is simple: we listen, we work together, and we are accountable to one another to make the remarkable happen.


KEY RESPONSIBILITIES: 
Security Operations & Incident Response
· Ensure OFG has the appropriate capability to detect, investigate, and respond to security events and incidents across the technology estate.
· Own and continuously improve the incident response framework, playbooks, and escalation processes.
· Lead and coordinate incident response activities, acting as the senior escalation point for complex or high-impact incidents.
· Plan and deliver regular incident simulations and tabletop exercises, including executive-level scenarios.
SOC Leadership & Managed Services
· Lead, mentor, and develop a small internal SOC team (2–3 analysts), providing hands-on guidance, coaching, and performance management.
· Define and manage SOC KPIs, SLAs, and operational metrics, ensuring high service quality and continuous improvement.
· Act as the primary point of contact for third-party SOC/MDR providers, ensuring effective collaboration, accountability, and value delivery.
· Ensure 24x7 security monitoring coverage in partnership with managed service providers.
Threat Detection & Hunting
· Oversee and participate in proactive threat hunting using EDR/XDR, SIEM, and threat intelligence sources.
· Develop and maintain OFG’s threat intelligence capability, delivering actionable intelligence to security and technology stakeholders.
· Identify emerging threats and attack techniques relevant to OFG and drive timely mitigation strategies.
Vulnerability & Infrastructure Security
· Own the end-to-end vulnerability management programme, including scanning, penetration testing, risk assessment, remediation tracking, and reporting.
· Work closely with infrastructure and engineering teams to prioritise and remediate security weaknesses.
Reporting, Governance & Stakeholder Engagement
· Produce and present regular security operations MI, risk insights, and posture reporting to technical and non-technical stakeholders.
· Clearly articulate security risks, incidents, and improvement opportunities to senior leadership.
· Identify future business needs for security operations and develop capability roadmaps aligned to the Cyber Security Strategy.
Continuous Improvement & Projects
· Drive efficiency improvements across security operations using automation, AI, and process optimisation.
· Deliver cyber security projects aligned to OFG’s Cyber Security Strategy.
· Work with Security Engineering to define requirements for new or enhanced security tooling.


STANDARD RESPONSIBILITIES:

There are a number of standard duties and responsibilities that all employees, irrespective of their role and level of seniority within OFG Group are expected to be familiar with and adhere to.

Leads, manages, and participates in an annual performance review programme
Works, always, in accordance with the policies and procedures of the OFG Group and statutory regulations applicable to the Group.
Observes, always, strict rules of confidentiality appropriate to the post.
To always comply with the requirements of Health and Safety Regulations to ensure their own wellbeing and that of their colleagues.

OFG Group is committed to safeguarding and promoting the welfare of children, young people and vulnerable adults and expect all employees to work in accordance with this.
Ability to work attentively and accurately with data inputting
[bookmark: _Hlk36106641]Undertakes other duties as assigned.

MEASURES: 


EXPERIENCE, SKILLS & QUALIFICATIONS: 

Technology Environment (Experience Required / Desired)
· EDR / XDR platforms (managed or deployed)
· MDR / SOC services (hands-on experience managing providers)
· SIEM and security monitoring tools
· Endpoint, email, and web security solutions


ESSENTIAL
· Experience as a Security Operations Manager, SOC Lead, or Cyber Security Manager.
· Proven experience leading or mentoring a SOC team, ideally within a small, high-impact function.
· Strong experience managing third-party SOC or MDR providers, including KPIs, SLAs, and service reviews.
· Hands-on experience with EDR/XDR, SIEM, and incident response.
· Demonstrable experience building, maturing, or improving security operations processes and playbooks.
· Experience implementing and managing a vulnerability management programme within a complex IT estate.
· Excellent stakeholder management and communication skills.

DESIRABLE
· Knowledge of security investigations best practice, digital forensics, and eDiscovery.
· Microsoft security tooling experience (Defender, Purview, Intune, Entra ID).
· Experience driving automation and efficiency in SOC environments.
· CISSP or equivalent industry-recognised certification.
· Microsoft security ecosystem experience desirable: 
· Defender
· Intune
· Entra ID
· Microsoft Purview (advantageous)
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